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Exchange Online Protection (EOP)
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Office 365 Advanced Threat Protection (ATP)
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Office 365 Threat Intelligence
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Trojan Downloader Scripts THREAT IN P ' @ A
REAT INTELLIGENCE 4 :
. ; ) 2018-05-2¢ o 23923.0nMicros... SA & SL test2
Trojan downloader scripts lev] S - e mAEez ol
. - X Q! AL
Document PhlSh!I’]g Have information on this threat or further q ? Email threat@microsoft com 2018-05-2¢ S5 oH AF|
ishi NOTE: This data is provided subject to the following conditions: Your organization may use the data solely
Phishing attempts to steal us
. e o oot U e e TS e CRMATON I PROVIDLD At o ey 2018-05-29 09:49:06  GradyA@M365x123923.0nMicr... SA & SL test2
Malicious Macros INFORMATIONAL PURPOSES ONLY, WITH NO WARRANTY EXPRESSED OR IMPLIED.
Macros are a feature of Micrd 2018-05-29 09:49:11  DiegoS@M365x123923.0nMicr... SA & SL test2
Last update 2016-04-18
Summary 5 I s
— =L |
(@] E'C')'li 1 -I I_T|_ Win32/Locky is ransomware that, once installed on a victim computer, encrypts all personal files and demands a E | LH E LH OI I (el E=4 I EH OH OI == X | e
1 . E I_I- [eR=) E—I—A X1 o ransom payment of between 0.5 and 2 Bitcoins' in order to receive the decryption key. 3‘ -I I—T_ - I:I.I == O.I o / - -I o
Locky is currently being distributed via spam email campaigns that have malicious Microsoft Office documents X‘” O'I 7 |'3
containing embedded VBA macros, or JavaScript files inside ZIP archives as attachments. The email attempts to
convince recipients to open the attachment and, in the case of the Office documents, enable macros in order to
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Office 365 Threat Intelligence
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Home > Threat management: Threat explorer

/\ Noteworthy |7 Trending & Clustering

Petya Ransomware W lorem.. M Sitamet.. M Elitsed. ® Tempor. Tempor...
300

The newest Petya malware variant, known as

“NotPetya,” surfaced on June 27, 2017. 200

Learn more 7 ; " : P ; ;
100 campaigns targeting ~ campaigns targeting  campaigns targeting

similar users users by groups users by location
9/3 9/4 9/5 9/6 917 9/8 9/9

The targeted campaigns display threats that appear to be targeting certain segments of your organization. We evaluate the malware and phish attacks on your users based on titles, groups, and locations we derive
Noteworthy campaigns v/ from Active Directory data to find cases where attacks seem to cluster. Since targeted attacks can be short-lived, the attacks in this list will typically drop off of this list after a few days.

L Export pe Y
Date Malware Family Today’s count Prior day Target Target category Top Targeted Users Actions
message count
11/1/2017 Malware - San Diego 423 223 San Diego Location Mike Morrisey, Bella Cho, Tomer Asimov Explore
11/1/2017 Phish - Operations 23 24 Operations Department Tim Davis Explore
11/1/2017 Malware/Phish - Beirut 8 128 Beirut Location Samuel Swari Explore
11/1/2017 Malware - Executives 17 8 Executives Classification/tag Alexi Paterov, Tim Davis Explore
10/31/2017 Phish - Vice President 44 63 Vice President Title Gopi Patlela, Alexis Li, Jim Smith Explore

10/31/2017 Malware/Phish — Product Marketing 93 73 Product Marketing Department Taylor Nguyen, Lexi Llewelyn, Bill Taylor Explore
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Office 365 Threat Intelligence
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Home > Investigations > 11371

Started
Sep 19, 2018, 4:53:09 PM 0:12:06
« § Weaponized URL in mail discovered by Office 365 ATP e Complete

Investigation #11371 is complete - Remediated

Sep 19, 2018, 5:05:15 PM

Investigation graph Alerts Email Users Machines Entities Log Actions
Classifications
Data los evention Triggering Alerts
i Automated Investigation
Emails investigated (53) \
‘Weaponized URL in mail
T 2
Intra-org Phish (6) \ > /‘\\
B e

. Users investigated (5} — _— \ = Machines (1)
R SR e ~— 1
Alerts O = -
Users impacted (1): Compromised Device - Malware (1)
Threat tracker Jeffv@lgnitedemo.onm.

Threats Found
Anomalies detected (2):

Suspicious login (1)
Mass dawnloads (1)

Mail flow

P

e \ Actions
' w' Remediated
" URL Blocked (1)
" Emails Deleted (6)
& User Password Reset (1)
" MFA enabled (1)

e
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Spam Analysts

Email is routed to EOP DC based on
MX record resolution
(Contoso-com.mail.protection.outlook.com)

Advanced Threat
Protection (ATP)

Safe attachments

Virus HelllaY; Spam Protection

Perimeter
BfereRmet Safe Sender/Recipient

Protection Neelglaligle)

IP-based edge : :
AV Engine 1 Content scanning and )
blocks 9 Custom heuristics 9 policy
transport rules
SPF & Sender ID filter Safe links policy

Directory based AV Engline 2

edge blocks AV Engine 3
Bulk mail filtering ATP Anti-Phishing
policy

Envelope blocks
International spam

Advanced Spam
management

Quarantine
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Custom transport
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 Protect users by enabling message reporting of potential phish

le Home ve
. j==——=]
T8 o X
as N +

Move * Unread/ Read 3 New Group F - TR
™ o A V
rAl Al > ’ anage . e E e 'E Bre Groups |* %} Address Book = |
X - o = 5 Browse
New  New Delete Archive Reply Reply Forward * Team Ema v Done s B Samgeros Y Fiter Email - Store  MyAnalyt Report Org
Email Mtems - ady” Al :. . n; OneNote r Follow Up * Message < ff Tree
Delete Respond Quick Steps Move Tage Groups Fnd
4 Favorites < from “Liselle Pees@microsoft com® * i M " o Sensitivity: [l General 9 Phishing
Inbox 14 ) No
Sent tems Focused
Deleted items € Options
= © Hely
4 dechos@microsoft.com -

r +
-
-

v

Report Message Add-in

22| X7t Outlook 20160 ‘Report Message’ add-in 22}
HE ZEA[, AFEXt= Microsoftdl| 2| A2 2 H 0| Ciet &4 27 7t
- MEH TS S

or

Phish — phish@office365.microsoft.com
* Junk — junk@office365.microsoft.com

» Not Junk — not_junk@office365.microsoft.com
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Windows Defender Antivirus



Windows 10 Edition Security differences Ml Windows10

am Windows10
Home

am Windows10
Pro

am Windows10

Enterprise E3

am Windows10
Enterprise E5

For consumers

For small Businesses

For medium and large

enterprises

For medium and large

enterprises

Basic security

Increase convenience

Security

Effective for targeted attacks

Virtualization-Based Security

Cloud based
EDR Security

4 B Windows Defender Antivirus >
\

Windows Trusted Boot

WINAJOWS Deftender Smart Screen B Trusted Platform Module
Windows Defender Firewall B Windows Hello
Windows Defender Exploit Guard ® Windows Update

B Universal Windows Platform

Group Policy B Including above all

BitLocker
Windows Hello for Business

Windows information Protection

Windows Defender Device Guard m  Including above all
Windows Defender Application Control
Windows Defender Credential Guard

Windows Defender Application Guard

Windows Defender Advanced Threat Protection (ATP)

Including above all

27
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000 1 % seen on 1001+
F_

once and never again

malware seen

96%
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Polymorphism
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Windows Defender Antivirus Cloud Protection:

Real-time defense

Client 221

Milliseconds £t =
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End-to-end latency
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Windows Defender Antivirus 22| 2Ot

PowerShell/

intune Group Policy

AL %
g,*léiolé Windows Update

Windows Defender ATP B iLeE

Update Compliance

Windows Defender ATP




| NOT UP-TO-DATE

NOT UP-TO-DATE [UPDATE ISSUES]

23
23

e

Analyst@WDATPContosoV1.on... o

LATEST SECURITY UPDATE DEPLOYMENT STATUS

INSTALLED
3.6k
| IN PROGRESS OR DEFERRED
73.1% 1912
INSTALLED UPDATE ISSUES
STATUS UNKNOWN
OS BUILD VERSION INSTALLED IN PROGRESS OR DEFERRED UPDATE ISSUES
17134.285 1803 3,292 653 161
16299.665 1709 262 236 83
15063.1324 1703 4 23 8

PREVIOUS SECURITY UPDATE DEPLOYMENT STATUS

05 BUILD VERSION INSTALLED = IN PROGRESS OR DEFERRED UPDATE ISSUES
17134.228 1803 4172 30 8
16299.611 1709 495 86 25

STATUS UNKNOWN
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STATUS UNKNOWN
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 Home
I O Virus & threat protection
R Account protection
) Firewall & network protection
B App & browser control
Device security

Device performance & health

P & D

Family options

ifé:i Settings

% Virus & threat protection settings

View and update Virus & threat protection settings for Windows Defender
Antivirus.

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.

@ o

Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

@ o

Privacy Statement

This setting is managed by your administrator.

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

On

Privacy Statement

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

Settings

This setting is managed by your administrator.

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

® On

Privacy Statement

Submit a sample manually

Controlled folder access

Protect files, folders, and memory areas on your device from unauthorized
changes by unfriendly applications.

Manage Controlled folder access

Exclusions

Windows Defender Antivirus won't scan items that you've excluded.
Excluded items could contain threats that make your device vulnerable.

Add or remove exclusions

Notifications

Windows Defender Antivirus will send notifications with critical
information about the health and security of your device. You can specify
which non-critical notifications you would like.

Change notification settings
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( ) ‘ [9] microsoft.com/en-us/wdsi

=. Microsoft Technologies Documentation - Resources - Search Microsoft.com

Windows Defender Security Intelligence Threats Blogs Downloads Submissions ~ Help ~

® Microsoft Malware Protection Center (MMPC) is now Windows Defender Security Intelligence (WDSI). Watch out for even more info apout threats and protecting you and your Windows computer.

Learn about ransomware

Get everything you need to know about ransomware

LEARN MORE >

Submit a file for malware analysis
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' Exchange Online Plan 1/2
Exchange Online Protection Off!ce 365 Business Premium/Essential
Office 365 F1/E1/E3/E5

Microsoft 365 E3/E5

Windows 10 Home
Windows 10 Pro

- - Windows Defender AV Windows 10 E3/E5

Microsoft 365 E3/E5

*Windows Server 2016 Anti-virus?} Built in £|0 =
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